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Partners at a Toronto-area law firm awoke one morning to a nightmare, in which “a large sixfigure” sum went missing from a client’s trust account. Upon investigation, the firm discovered
that “a virus gave hackers backdoor access to its bookkeeper’s computer. The virus copied bank
account passwords as she typed them.” According to Law Times, the firm’s insurance company
believes that “the hacking took place after the bookkeeper clicked on a link, opened an e-mail
attachment or downloaded something as mundane as a screen saver from the Internet.” 1
Unfortunately, this scenario is all too common—and rarely reported. Attorneys are increasingly
targeted by cyber attackers. However, “few law firms will admit publicly to a breach,” reports
Jennifer Smith of the Wall Street Journal. “Thefts of confidential information strike at the core of
the legal profession's obligation to safeguard clients' secrets, and can do considerable harm to a
firm's reputation.”2
For many law firms, the issue isn’t just reporting—it’s that data breaches aren’t even detected in
the first place. Many firms have no network monitoring in place, and don’t keep track of access
confidential information. Confidential information may be spread across staff desktops, phones,
even personal home computers, where a firm’s IT staff have no control and no visibility.
Times are changing, though. Attorneys are increasingly under pressure to formalize
cybersecurity management programs and develop incident response policies and procedures.
This increase in oversight and audits—often by important clients—will undoubtedly result in
more breaches detected, and more pressure to report.

Three Questions to Ask Yourself

For many attorneys, the instinctive response to hacking “horror stories” is the classic “That can’t
happen to me!”

Ask yourself the following questions:




Have you (or anyone at your firm) had a computer virus?
If you had a virus, did you know exactly what that virus did?
If that computer virus stole the most confidential data on your computer and sent it off to
a hacker in Russia, would you know?

1

http://www.lawtimesnews.com/201301072127/headline-news/law-firms-trust-account-hacked-large-sixfigure-taken. Retrieved by Sherri Davidoff on 2016-01-10.
2
http://www.wsj.com/news/articles/SB10001424052702304458604577486761101726748. Retrieved by
Sherri Davidoff on 2016-01-10.
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Modern computer viruses are often extremely sophisticated software programs, designed to
silently—and automatically—steal confidential data off your computer, or lock up your key files
and hold them for ransom.

Common Misconceptions
Many attorneys operate under common misconceptions such as:
 “I’m safe. I’m a solo practitioner/small firm. Good thing I’m not in one of the ‘big’
firms.”
 “Nobody cares about my data.”
 “Nobody knows that I have valuable data on my computer.”
Does size matter? The reality is that criminals target big firms and small firms alike. Often,
small firms or solo practitioners are especially vulnerable targets, since they can’t afford
enterprise-class security software or monitoring services.
As shown in the following chart from the ABA’s 2014 Legal Technology Survey Report, the
number of small- to- midsized firms infected with “viruses/spyware/malware” is even higher
than the largest firms (note that data is survey-based). 3

Figure 1: Firms infected with malware, from the ABA's 2014 Legal Technology Survey Report.

3

ABA’s 2014 Legal Technology Survey Report.
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/publications.html.
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Interestingly, the ABA’s same report showed that only a fraction of the same respondents
admitted to having experienced a “security breach,” as shown in the graphic below.

Figure 2: Firms that experienced a "security breach," from the ABA's 2014 Technology Survey Report.

What’s the difference between “viruses/spyware/malware” and a “security breach”? This is a
tricky question. Since computer viruses are so common, attorneys often treat them much like the
common cold: a harmless infection. However, malicious software can allow a remote criminal to
access files, passwords, emails, or any other information on a computer. Ethically, should
attorneys consider viruses/spyware/malware infections “data breaches”? This topic is under
debate.
Let’s tackle the next two common misconceptions:
 “Nobody cares about my data.”
 “Nobody knows that I have valuable data on my computer.”
The mistake here is thinking that criminals break into your computer because they are targeting
you specifically. Remember, cyber-attacks are very different from real life. In the physical world,
breaking into your office takes significant time and effort, and there’s a lot of risk! On the
Internet, your virtual office is less than 300 milliseconds away from every criminal on the
planet. Attackers can sit in the comfort of their homes and use automated tools to target
hundreds of thousands of potential victims without getting up.
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According to Verizon’s Data Breach Investigations Report, 75% of hacks aren’t targeted at all. 4
Breaches occur because an employee clicked on a link in a phishing email, downloaded an
infected software utility, or took some other action that gave hackers an easy opportunity. From
there, hackers can take over your firm’s computers, gather confidential information, and then
resell it to buyers around the world.

Why Do Criminals Want Your Data?

Ever use your computer to view or type in any of the following information?
•
•
•
•
•
•
•

An online banking password
A credit card number
A client’s Social Security Number
Your own email password
Tax information
Health or medical info
Confidential client emails

Of course! We all do.

Your data is worth money to criminals around the world. That’s right; even a piece of
information as simple as an email password—which all of us have—can be sold for anywhere
from a penny to $30 or more.

Why is your email password worth money?
Think about all the things a criminal could do with your email account if they had your username
and password.
•

Reset passwords for sites like Amazon, Paypal, your online banking web site, and more.
These accounts are effectively purchasing tools; criminals can easily use them to buy goods or
services, or even transfer cash.

•

Hack your clients, colleagues, friends, and family. Criminals can use your account to send an
email to any of your contacts, which may in turn infect their computer.

•

Send embarrassing messages. Have an enemy? With access to your account, it’s easy for them
to send out emails that make you look bad.

4

Verizon Data Breach InvetigationsInvestigations Report (2013),
http://www.verizonenterprise.com/resources/reports/rp_data-breach-investigations-report2013_en_xg.pdfhttp://www.verizonenterprise.com/DBIR/.
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Comment [JWS1]: The hyperlink in the
footnote takes you to the 2015 report. I’ve
corrected the link to get the 2013 report.

•

Steal your confidential information. Your email probably contains case details that you
certainly wouldn’t want leaked, and sensitive emails from clients, as well as financial
information, perhaps health details, and often passwords or security codes.

Here’s a screenshot from reporter Brian Krebs’ 2013 article, “How Much is Your Gmail
Worth?” 5 It features the online service, “Cloudsweeper,” which estimates the value of your
email account to an attacker based on the number of accounts you have associated with it, and
the number of plain-text passwords that appear in your messages:

Figure 3: Screenshot of the Cloudsweeper service from Brian Krebs' article, "How Much is Your Gmail Worth?"

Important: This is NOT an endorsement of the Cloudsweeper service, which requires access to
your email in order to provide an estimate. Never give ANY third party access to your email
without carefully validating their legitimacy and thinking through the potential risks.

5

Krebs, Brian. “How Much is Your Gmail Worth?” http://krebsonsecurity.com/wpcontent/uploads/2013/06/2890.png
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How much is your credit-card number worth?
In 2014, Symantec reported that criminals are selling credit-card numbers on the digital black
market for anywhere between 50 cents to $20 per card number. 6 Credit- and debit-card
information can be stolen as you type it into your keyboard, by common malicious software
(known as malware)—or may be nabbed by hackers who break into vendors’ web sites and
servers.
Once stolen, credit and debit card numbers are often resold through online forums. For example,
in 2014, LMG’s researchers found US and Canadian cards for sale at The Pirate Market
underground web site. The price was $70 for 10 card numbers (free shipping! :-)

Figure 4: Screenshot of The Pirate Market, taken by LMG Security in 2014.

After Target was hacked in 2013, investigative reporter Brian Krebs published screenshots of
stolen customer credit card numbers for sale on the Internet. A MasterCard standard debit card
from Chemical Bank sold for $26.60, while a Visa Signature card from Capital One Bank went
6

http://www.symantec.com/connect/blogs/underground-black-market-thriving-trade-stolen-data-malware-andattack-services, retrieved Dec 2014.
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for $39.20. Certain cards were labeled with the notice: “Dump or cc of this particular bank (BIN)
cannot be replaced or refunded”—implying that, in the hacker underground, replacements or
refunds often do happen.7 Like all business owners, even vendors of stolen goods on the Internet
think about customer service!

Online bank accounts = $$$
Bank account credentials are bought and sold routinely. The price may be based on the balance,
country of origin, type of account, or other factors. Below is a screenshot of bank account login
credentials advertised for sale on the Internet: 8

7

http://krebsonsecurity.com/2013/12/cards-stolen-in-target-breach-flood-underground-markets/
http://webcache.googleusercontent.com/search?q=cache:YhyzbHZBorEJ:www.nbadraft.net/forum/icq6573099662-sell-cvv-fullz-dumps-paypal-wu-transfer-bank-login-book-flight-ticket-hotel-6. Retrieved by Sherri
Davidoff on 2016-01-09.
8
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If you manage a trust account on behalf of a client, or even just use online banking for your own
firm, remember that your online banking credentials are worth money. Be careful!

What are “fullz”?
Criminals will pay a premium for a victim’s full personal details, commonly referred to as
“fullz.” Typically, “fullz” include a victim’s:
•
•
•
•
•
•
•
•
•
•

Full name
Date of birth
Mother’s maiden name
Social security number
Phone number
Address
Credit or debit card number
Expiration date
Card verification number
...and possibly other information.

Below is a screenshot of a forum in which “fullz” are offered for sale. In this example, USA
“fullz” were priced at $60 for one victim’s information: 9

9

“General Tech Forum,” www.JamBase.com. Retrieved by Sherri Davidoff July, 2015
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Medical and Health Information is Worth Money
For attorneys that handle medical information: you’re handling very valuable material! The
Identity Theft Resource Center reported that there were nearly 113 million “Medical/Healthcare”
records breached in 2015, which accounted for two-thirds of all reported stolen records. 10
Why do criminals want medical or health information? Criminals can use a patient’s
information to get free medical procedures. In the United States, this is especially important for
uninsured people who need serious medical treatment. Fraudsters can also conduct “medical
10

http://www.idtheftcenter.org/images/breach/DataBreachReports_2015.pdf. Retrieved by Sherri Davidoff January
10, 2016
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identity theft,” to buy drugs that have a high resale value. Then there’s the usual billing fraud and
other types of financial crime—as well as the potential for embarrassment or bribery, particularly
when it comes to high profile victims. (Remember when 13 employees were fired from UCLA
Medical Center for “snooping in the confidential records of pop star Britney Spears during her
recent hospitalization in its psychiatric unit?”) 11 Keep in mind that credit card numbers can be
cancelled when they’re stolen, but medical information and diagnoses are forever!

Your computers themselves are worth money
We’re not talking about selling your computer on eBay. Criminals buy and sell remote access to
your computer. When you click on a link in a phishing email and your computer gets infected
with malware, the criminal is then able to control your computer remotely. Your computer may
be grouped with dozens or even hundreds of other “bots” (hacked computers). Criminals on the
hacker underground then sell these botnets (groups of hacked computers) to other criminals, or
may even rent access to them by the hour!
Why would anyone want access to your computer? Remember that your computer contains lots
of sensitive information, of course, that can be bought and sold. Your computer can also be used
to attack organizations all around the world, send out spam, or host pirated software.
The screenshot below, published by Dancho Danchev of Webroot, shows a web site where
criminals buy and sell access to computers. In this case, United States computers are sold for
$200 for 1,000 “bots.” European computers are worth less—$60-120 per 1,000 bots—and the
“World Mix” of 1,000 computers costs a paltry $20. 12

11

http://www.today.com/id/23640143/ns/today-today_entertainment/t/ucla-fires-workerssnooping-spears-files/. Retrieved by Sherri Davidoff on 2016-01-10.
12
http://www.webroot.com/blog/2013/02/12/new-underground-service-offers-access-tothousands-of-malware-infected-hosts/. Retrieved by Sherri Davidoff on 2016-01-10.
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Figure 5: Screenshot of a bot-trading site (by Dancho Danchev, www.webroot.com)

Simply by virtue of being in the United States, your computer may be worth more than in other
countries—and you are therefore a target. Why are U.S. computers sought after? Consider that
the United States is a wealthy country—so harvesting online banking credentials and credit card
numbers produces a good yield. Also, the U.S. generally has good bandwidth, and therefore it’s
a good place to host pirated software, or from which to launch a denial-of-service attack.
Attackers may also want access to your computer so they can lock up your data and extort
money from you.

Ransomware: An Effective Business Model
These days, “ransomware” is becoming an epidemic. “Ransomware” is malicious software
which attackers use to encrypt the data on your computer. When you get infected with
ransomware, all the data on your computer gets locked up (encrypted)—and only the attacker
has the key. Typically, the attacker will demand payment. If you’re lucky, when you pay the
attacker, he or she will decrypt your data for you. Often, the attacker will only decrypt some of
your precious data, and try to extort more money out of you to decrypt the rest.
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For law firms, the risk is huge. Ryan Johnson wrote about the impact of a ransomware attack in
his article, “How Our Law Firm Survived a CryptoWall Ransomware Attack”:
“In a law firm, losing client data, past and present, simply isn’t an option. In our case, the
ransomers wanted $700 to supply the key to decrypt our files! ...When we investigated just how
much the virus purveyed through our network, we noticed it was centralized in the heart of our
operation, client case files, and law firm application data shares.” 13
For many firms, paying the ransom—commonly $200-$2,000 14-- is far less costly than legitimate
recovery attempts, or the impact of permanently losing client files that may not be available via
backups.

What’s Valuable at Your Firm?
With all that in mind, think about the sheer financial value of all the information at your firm.
Even a small firm stores a wealth of information—often, more than anyone realizes until a
breach occurs! Valuable data may include:
Financial info
•
•
•
•

Online banking credentials
Payroll
Retirement / pension plan
Credit card / bank account numbers

Personal information
•
•

Employee SSNs
Health / medical info

Client data
•
•
•
•

Confidential case details
Proprietary information
Pricing, patents, contracts, plans
Email addresses

Plus, your computers themselves!
Remember: If your data is worth money to you or your client, it’s also worth money to
somebody else.
13

https://www.linkedin.com/pulse/how-iron-mountains-acquisition-recall-affect-records-management.
Retrieved by Sherri Davidoff on January 10, 2016.
14
http://www.secureworks.com/cyber-threat-intelligence/threats/cryptowall-ransomware/. Retrieved by
Sherri Davidoff on January 10, 2016.
Security Awareness and
PhishingPassing Your IT
Security Audit
March 178, 2016

Page 13 of 31

How Do Criminals Get Your Data?

Now that we’ve established why criminals are out to steal your precious data, let’s talk about
how they get it. Every day, it seems a new data breach hits the news. Often the public never
hears about the cause, but when we do, phishing is often a factor. For example, take a look at the
headlines of news articles about recent data breaches, and you’ll notice a trend:
Target Breach (Huffington Post, 2012): 15

J.P. Morgan Breach (IANS Blog, 2014): 16

15
16

Smith, Gerry. “Massive Target Hacked Traced Back to Phishing Email,” Huffington Post, 2/12/2014
Shackleford, Dave. “Phishing at Root of JPMorgan Data Breach,” IANS Blog, 10/3/2014
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Carbanak Bank Heist (NY Times, 2015): 17

That’s right—many of today’s data breaches are perpetuated using “phishing” attacks, in which
criminals send employees emails containing malicious attachments or links to suspicious web
sites. When an employee clicks on a link or an attachment, malicious software can be installed
on the employee’s computer, and can potentially be used to capture passwords, steal files or
spread malware to other computers inside the company’s network.
Once upon a time, criminals focused on breaking into servers in order to access valuable
information like financial data. However, around 2005, security professionals noticed a clear
change in criminals’ strategies. By then, organizations had gotten pretty good at consistently
installing firewalls, which are typically configured to block most traffic originating from the
Internet. In order to break into these organizations, hackers had to find a way around the
firewalls. The answer was communications: email, instant messages, and later social media sites.
Employees and customers open email and read communications all the time. Instead of trying to
break into a company’s servers directly, criminals increasingly targeted employees and end users
with phishing.

17

Sanger and Perlroth, Bank Hackers Still Millions via Malware, New York Times, Feb 14, 2015.
http://www.nytimes.com/2015/02/15/world/bank-hackers-steal-millions-via-malware.html?_r=0
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How Phishing Attacks Work
A phishing attack is when a criminal sends a malicious email or instant message that is typically
designed to trick the recipient into clicking on a link, opening a malicious attachment, or giving
out a password.
Imagine that you were to receive a phishing email with a link. When you click on the link in the
phishing email, your computer opens a web browser—such as Internet Explorer. This takes you
to a malicious web site that automatically infects your computer. That’s right—simply by
opening a malicious web page, you can accidentally get your computer hacked.
Once your computer is infected, a criminal can have complete control over your system.
Criminals can install spyware to steal your passwords as you type them, take copies of your
sensitive documents and emails, or even encrypt all your files and hold them for ransom.

Example Phishing Attacks
Here are a few examples of typical phishing attacks.
Malicious Attachments:
The following email appears to be from American Airlines, but it’s actually fake and the
attachment is a malicious file. Notice the grammatical awkwardness (“Your bought ticket is
attached.” 18

18

Retrieved by Sherri Davidoff, 2012.
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The following email, posted on Websense.com for educational purposes, appears to have a voice
mail attachments... but again, the attachment is really malicious software. 19

Links to Malicious Web Sites:
The following financial scam is a common scare tactic designed to trick bookkeepers, finance
managers, and other staff with financial-related responsibilities into clicking on the link. Notice

19

Published on Websense.com, 2012.
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that the FDIC’s logo has been placed in the email, which makes it appear more legitimate, but is
actually quite easy to do. This screenshot is also from Websense.com. 20

Below is a more recent example of a phishing email. Note that it is designed to scare the end user
into clicking because they are (ironically) worried about an account break-in. 21

Password Phishing:
20
21

Published on Websense.com, 2012.
Retrieved by Sherri Davidoff, 2015.
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For attorneys, emails that come from clients are especially tricky and dangerous. Below is an
example in which an attacker hacked into a client’s email account and used it to send a phishing
email to the attorney. 22

The attorney clicked on the link and saw the site below, which asked him to login to view an
important document. Unfortunately, he did provide his login credentials and his password was
stolen.

22

Forwarded to Sherri Davidoff, who obtained a screenshot, 2014.
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Social Networking Attacks
Modern criminals don’t just focus on email phishing. In fact, as you can see in this chart by
Symantec, the number of spam emails sent per day is actually going down! 23

Instead, criminals are turning to other forms of online communication, such as social networking
sites. Here is an example of a Facebook scam, published by Symantec. 24 Notice the “lure”—a
$100 gift card. Very tempting! If you were to click on any of the links, it would likely take you
to a malicious web site.

23

Symantec Internet Security Threat Report 2015,
http://www.symantec.com/security_response/publications/threatreport.jsp.

24

Symantec Internet Security Threat Report 2013,
http://www.symantec.com/content/en/us/enterprise/other_resources/bistr_main_report_v18_2012_21291018.en-us.pdf.
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Likewise, here is a screenshot of a Twitter scam, also published by Symantec in 2013. 25 Notice
that the link is a “shortened URL.” Attackers use URL-shortening sites like bit.ly, tinyURL.com
and others to disguise the ultimate destination of the link. If you encounter a shortened URL of
this type, be aware that you can use these same sites to “Preview” the real web site.

Case Study – A Phishing Attack in Action
Now, let’s walk through a real phishing attack.
The phone rang at LMG Security. Two different companies had been hacked, both in the same
way. One was a very large corporation, (we’ll call it “Worldwide Company, Inc”) which had
many bank accounts that held millions of dollars. The other was a small business that handled a
lot of financial transactions– we’ll call them “Local LLC.” The bank shut down both companies’
online accounts after it was clear that the hackers had gained access to their internal systems.
We traced the attacks back to two phishing emails.
Curious, LMG’s staff extracted copies of the phishing emails and malware from each infected
workstation. What did it LOOK like when these companies were infected? What were their
computers actually doing under the hood? Most of all, the team wanted to actually SEE the
attack in action!

25

Symantec Internet Security Threat Report 2013,
http://www.symantec.com/content/en/us/enterprise/other_resources/bistr_main_report_v18_2012_21291018.en-us.pdf.
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Victim #1: Worldwide Company, Inc.
At Worldwide Company, Inc., Mrs. Miller managed a corporate bank account containing
millions of dollars. One afternoon, she received a message that read, “Hi, as promised your
photos.” She clicked on the link. Nothing much seemed to happen.
A few days later, Mrs. Miller logged into the company’s online banking site. Strangely, the
bank’s web site popped up a message saying that she needed to verify her identity. It asked her to
type in her name, which she did. Next, “the bank” asked for her phone number. Mrs. Miller
entered her phone number. Then it asked her to verify her security question, and showed her the
question. Mrs. Miller typed in the answer to her security question. Finally, “the bank” asked for
her one-time key. Mrs. Miller typed in her RSA token number.
Unbeknownst to Mrs. Miller, her infected computer silently initiated a wire transfer from
the company’s account for $49,500.
Fortunately, the corporation required a second person to approve transfers that large. After a few
moments, the bank’s web site popped up with another question for Mrs. Miller– “What is the
name of the second person required to approve wire transfers?” Mrs. Miller typed in the person’s
name. Next, the web site asked for the email address of the second person who approved wire
transfers.
Mrs. Miller hesitated, and called the bank. The bank shut down the corporation’s access to online
banking while the investigation proceeded.

Case #2: Local LLC
At Local LLC, “Linda” managed all of the company’s online banking. One morning, she
received an email that read, “Dear Online Account Operator, Your ACH Transactions have been
temporarily disabled” (shown below, with the “From” and “To” addresses changed). She clicked
on the link. Nothing much happened, so she went about her day. Unbeknownst to Linda, her
computer began communicating with a remote system on the “Clodo-Cloud” network in Russia.
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A few days later, Linda logged into her corporate online banking web site. Unusually, the bank’s
web site popped up with a question asking her for her “one-time password.” She typed in her
password. Next, it popped up asking for her name. She typed her name in, too. Finally, it popped
up asking for her phone number. She typed her phone number in as well.
Instantly, Linda got a phone call from a woman with a very heavy foreign accent, claiming to be
“Emily Rice” from the local bank. She said “I need to help you with your bank account.” Linda
hung up the phone, and called the bank.
Afterwards, forensic analysis revealed telltale signs of the Blackhole Exploit Kit at work in both
cases. Moreover, based on interviews and malware analysis, both companies were infected with
a similar “payload” that launched a sophisticated Man-in-the-Browser attack designed to steal
banking credentials– and more.

Laboratory Analysis of the Attack

LMG’s team installed Linda’s phishing emails on a computer in LMG’s malware analysis
laboratory, began sniffing traffic, and then clicked on the links to see what would happen.
Behind the scenes, Linda’s computer was actually very busy, even though she didn’t know it.
Here are a couple charts of the network traffics. In the screenshot below, you can see the infected
computer’s communications during first 90 minutes of the attack.
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The big spike at 23:29 represents the time that “Linda” clicked the link in the lab. In real life, this
occurred moments after Linda clicked on the link in the phishing email. Every 20 minutes after
that, the infected computer “phoned home” over the web to an attacker somewhere on the other
side of the world.

After 24 Hours
Here’s what the traffic looked like over 24 hours. The spikes are connections to mostly foreign
servers. As you can see, the infected computer continued to “phone home” every 20 minutes on
the dot.

Security Awareness and
PhishingPassing Your IT
Security Audit
March 178, 2016

Page 25 of 31

After 48 Hours
Here’s what the traffic looked like after 48 hours. Now we’ve zoomed out, because shortly after
midnight on Monday the infected computer downloaded some data from the server (likely an
update). Similar activity occurred just before noon on Monday. You can still see the “phone
home” traffic– those are the tiny little blips at the bottom, which are relatively small in volume
compared to the larger downloads.

Of course, the end user doesn’t see any of this happening.

Man-in-the-Browser Attack on Bank of America’s Site

After 48 hours (and two all-nighters in a row) LMG’s team logged onto the (now really
REALLY) infected computer, complete with shiny new malware updates. A researcher surfed to
Bank of America’s web page, and found a Man-In-The-Browser attack in action!
A Man-In-The Browser attack is when your browser basically gets possessed by an attacker. The
attacker can capture anything you type into your browser– usernames, passwords, you name it.
They can also make web sites look different from the way they really appear, adding new fields
or images that don’t show up in the real web page. Man-in-the-Browser attacks can be used to
steal your login credentials, credit card number, social security number, or anything else that the
attacker wants.
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The screenshots below show a real Man-In-the-Browser attack against Bank of America’s web
site. Note that this is NOT a flaw in Bank of America’s web site! This attack works because
YOUR DESKTOP is infected.
To set the stage, let’s first take a look at what Bank of America’s web site looks and acts like
normally, on a system that’s NOT infected.
In the screenshot below, an LMG researcher browsed to Bank of America’s web site, and tried to
login with a test account “testuserboa.” Since this account doesn’t actually exist, the researcher
was redirected to a page with an error message that said “We can’t process your request. The
information you entered does not match our records. Please verify your information.” This was
followed by a simple form that said “Please enter your Online ID.” Pretty straightforward.

Infected PC
Now we’re going to see the Man-In-The-Browser attack. In the screenshot below, the LMG
researcher surfed to Bank of America’s web site and again tried to login with a test account,
“testuserboa.” Even though the username wasn’t “correct,” the attacker certainly didn’t miss an
opportunity to try to steal information. What you see here is a form inserted by the attacker into
Bank of America’s error page.
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As you can see, this time, we received the same error message as before, PLUS the following
text:
“We do not recognize the computer you are using. Please confirm your identity from this
unrecognized computer.”
After that, the malware asked for:
• Location where your accounts were opened
o State (options included Canada, Ireland, United Kingdom, and Spain, in addition
to US States)
o City
• ATM or Debit Card Information (15 or 16 digits, no dashes or spaces)
• Expiration Date
• Security Code
• Personal Information:
o Social Security Number
o Date Of Birth
o Driver’s License Number
o Mother’s Maiden Name

Security Awareness and
PhishingPassing Your IT
Security Audit
March 178, 2016

Page 28 of 31

What can attackers do with this information? Anything they want!
At the bottom of the form, there was a simple checkbox with the request: “Do you want us to
remember this computer, so you can avoid answering your personal information next time you
sign in?”
How convenient.
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Cybersecurity Checklist

Hackers steal millions of dollars and confidential information every day. Typically, attackers send a
phishing email to random employees. When an employee clicks on the link, the computer is infected with
malware that monitors activity and captures banking credentials, confidential files and other information.
You can protect your organization online by taking a few simple precautions. Here's a checklist of 14
things you can do to help keep your organization safe.

1. Think Before You Click - Phishing emails and social networking sites may contain links
that will infect your computer. Just browsing to an infected web site may cause your
computer to be hacked. When you are online, think before you click!
2. Beware of Fraudulent Web Sites - Scammers make fake web sites that look real, in order
to trick you into typing your password or financial information. Double check that the web
address is EXACTLY what it should be.
3. Don’t Respond to Scammers - When you receive email or phone calls that may be scams,
don't respond. If you think the request might be legitimate, follow up with a phone call to a
number you already have in your records.
4. Pick Strong Passwords - Choose a password that is long (at least 14 characters). Never
re-use personal passwords for work, or vice versa.
5. Never Tell Anyone Your Passwords - Don't share your passwords with anyone-- not
friends, co-workers, vendors, or even IT staff.
6. Use Antivirus and Keep it Up-to-date - Install a well-known antivirus software, and keep it
up-to-date. That way your computer will be protected from known viruses.
7. Update Your Software - Keep your software up-to-date. New software updates include new
security "fixes" that can save you time and hassles.
8. Only Use Trusted Software - Attackers want to get their software installed on your
computer. Often, they disguise it as a handy utility or fun game. Don't install your own
software unless you have formal approval.
9. Secure Your Mobile Device - Treat your phone, laptop or tablet like your desktop
computer. Use a passcode and install antivirus when available.
10. Be Hip, Encrypt - Lock up your sensitive data. Encrypt confidential emails, files, USB thumb
drives, laptops, and other valuable information.
11. Hang On to Your Data - Don't upload data to the cloud, copy it to USBs or email it to
personal accounts without explicit permission. Keep your work and personal accounts
separate.
12. Remember: Computer Use at Work is Not Private - To protect your computer and the
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whole network, your organization may monitor your web surfing, email use, computer
activity, and more.
13. Stay Informed - Know your organization’s policies for detecting and reporting phishing
attacks and other suspicious behavior.
14. Be a Hero - Alert the right people in your organization when you are suspicious of an email
or web page. If you clicked a link that you should not have clicked, tell the appropriate
people so they can help.
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